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ATnendtnent to the Claims: 




This listing of claims replaces all prior versions, and 
listings, of claims in the application; 

1, (Currently Amended) A method comprising: 
generating information, at first and second points of a 

network, about unwanted communications passing through the first 
and second points from a source and directed to a target device/ 
the unwanted communicationg being that urb adapted to reduce the 
ability of the €t target device to respond to other 
communications; and 

analyzing the information generated at the first and second 
points to identify which of the points first carried the 
unwanted communications. 

2, (Original) The method of claim 1, also including 
detecting the direction of the unwanted communications, 

3, (Original) The method of claim 1, also including 
identifying the target device. 

4, (Original) The method of claim 1, also including 
statistically analyzing the communications to determine if an 
uncharacteristically large number of communications have passed 
through at least one of the network points. 

3 
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5. (Original) The method of claim 1, also ixicluding 
statistically analyzing the communications to determine when an 
uncharacteristically large number of comrnionications have been 
targeted toward the target device- 

6. (Original) The method of claim 1, also including 
correlating communications request meeeages with acknowledgement 
messages . 

7. . (Original) The method of claim 1, also including 
communicating information about the unwanted communications to 
brokers . 

8. (Original) The method of claim 7, also including 
communicating information about the unwanted communications 
among brokers. 

9. (Original) The method of claim 1, also including 
blocking a portion of communications passing through the point 
through which the xmwanted communications originated* 

10. (Original) The method of claim 9, also including 
blocking a portion of communication requeist messages passing 
through the point through which the unwanted communications 
originated. 
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11. (Original) The method of claim 1, in which the target 
device comprises a web server . 

12 • (Currently Amended) A method comprising: 

monitoring communications paseing through at least a first 

point and a second point on a path from a source sub-network to 

a target device; 

analyzing the communications passing through the first and 
second points for indicia of unwanted communications; 

identifying the source sub-network as originating 
unwanted communications that are adapted to reduce the ability 
of a target device on a network to respond to other 
communications, the source suhi-network connected to the network 
through an interface device associated with the first of the at 
least a first point and a second point that carried the unwanted 
communications ; and 

blocking communications passing through the interface 
device . 

13. (Original) The method of claim 12, also including 
blocking a portion of the communications passing through the 
interface device, 

14. (Original) The method of claim 13, also including 
blocking a portion of commuhic^tion request messages passing 
through the interface device. ; 

I 
I 
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15 . (Canceled) . j . 

IB. (Canceled).. ! 

17. (Currently Amended) jThe method of claim 12^, also 
including Btatiatically analyixng the communications passing 
through the first and second points for an uncharacteristically 
large number of coTnmixnications passing through either point, 

18. (Currently Amended)! The method of claim 124, also 
including statietically analysing the commiinicatione passing 
through the first and second points for an uncharacteristically 
large number of communication jrequest messages passing through 
either point. 

i 

i 

19. (Currently Amended) The method of claim 124, also 

! ~ 

including correlating communidation request messages passing 

i 

though the first and second polints with acknowledgement 

i 

messages. ^ 

20. (Currently Amendeld) k system comprising; 

first and second interfacie devices for detecting and 

i I 

generating information about unwanted communic ations from a 

: I 

source passing through the f ir'st and second interface devices 

i i 

mcooagoo directed to a targiet kevice; and 

;l i • 

a communications analyizer| for analyzing the information 

; I • ■ 

generated at the first and second interface devices to Identify 
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li ! 

which of the interface device^ first carried the unwanted 

communications, :i j 

- I 
•» 1 

I i 

21. (Original) The 'system of claim 20, in which the 

j i • 

communi cations analyzer alio iincludes: 

• i ■ 

■(■ : 
t 1 

i 

•\ ! 

an interface monitor Ciorijesponding to each interface 

'I 

device; and ! 



a corranunications linkiibetween the interface monitors, 

.! i * 
.j < 

.! i 

22. (Original) The 8irste,m of claim 21, in which the 

J i ' 

communications analyzer also iincliudes a statistics analyzer 
corresponding to each interface device for statistically 



analyzing the messages that pajse ^through each interface device. 

"I ! 
i 

23. (Original) The si^ste'm of claim 22, also including an 



interface coordinator aseociat^ed 



with each interface device for 



instructing the interface devj^ces to block messages. 
24, (Currently Amendejd) 'A system comprising: 

i 

a communications monit;or jfor detecting and generating 

! ! 

information about unwanted :|mes;sages originating on a first 

i < 

network and directed to a tSargjet device on a second networ k, th e 

;! ; ■■ 

!! 

cornmuni cat ions monitor comprisjing; 



i ! 
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a plurali ty of iifiterface monitorg between the first 

T— 

network and the second net»orl<. for monitoring the paseage of 
unwanted messaores therethr^u^fe ; 

■i ; 
:! ' 

a localizer coupled i to . the plurality of interface 



monitors to identify the n4tw6rlc 



unwanted messages; and 

a gating module for blocJcing messages passing through the 

'! i '» 

network point identified by the localizer from bhe first network 
to the second network. 



point that first carried the 



25, (Canceled) • 

26. (Canceled) . 



i ' 

i| i 



! t 



27. (Currently Amended) bhe system of claim 24^, in which 
the communications monitor|aleio includes a statistics analyzer 
for statistically analyzing thje hiessages paeaing through the 

ii i . . 

plurality of points. ■! j • 

ii ! ■= : 

i - ! : 

28. (Original) The s^st^n of claim 24, in which the gating 

ii ! ' 

module is operable to block a portion of the messages passing 

I I 

from the first network to tihe jsec.ond network* 

r ! ; : 

29. (Original) The syjstem of claim 28, in which the gating 

i Mi • 

module is operable to blockj a percentage of all messages passing 

I 1 

from the first network to tihe second network. 



8 
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30, (Original) The systitn of claim 28, in which the gating 
module is operable to block a | portion of coTnmunication request 
messages directed to the target device. 

f 



31. {Currently Amended) 



computer readable medium, tihe 



computer to: 



generate information, 



I 

i! 



at 



A computer program embodied in a 
pr<i>gram capable of configuring a 



first and second points of a 
network, about unwanted cotnrrtvirlcations from a source passing 
through the first and secord toints directed to a target device 



that are adapted to reduce 



I the 



ability of the d target device to 

respond to other commimicaliiioria; 'and 

I • 
) , 

t • • 

analyze the information generated at the first and second 

J 

points to identify which o| the points first carried the 
unwanted communications. 

32, (Original) The prjogram 'Of claim 31, also capable of 
configuring a computer to tjjlock a portion of the comrauni cat ions 



passing through the point t|hat 
communications, ii 



generate information. 



at 



first carried the unwanted 



33, (Currently Amended) A computer program embodied in a 

J 

carrier wave, the program d'ajpable of configuring a computer to: 



firBt and second points of a 

network, about unwanted con jnunicat ion's from a source passing 

t 

through the first and second points directed to a target device 
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tl>6 ability of the a target device to 



analyze the information ^enferated at the first and second 
points to identify which ol: the Jjoints first carried the 
unwanted communications. 

34. (Original) Th6 plogratti i.of claim 33, also capable of 

• : t 

i • I 

configuring a computer to Blocfk ^ portion of the communications 



passing through the point 
communications. 



I/: 
th&t 



fxrst carried the unwanted 



.t 

: t 

' I 

.1 



j . 
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